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The cryptocurrency ecosystem has seen significant growth with Ethereum and Bitcoin as foundational pillars. 
Ethereum introduced smart contracts revolutionizing decentralized applications (dApps) across various do-
mains. Scalability challenges led to alternative ecosystems like Binance Smart Chain and Polygon, maintaining 
compatibility through the Ethereum Virtual Machine (EVM). Bitcoin also faces scalability issues, leading to the 
Lightning Network's development—an off-chain solution with payment channels for scalable instant transac-
tions. Interoperability is increasingly crucial as the cryptocurrency ecosystem continues to grow, enabling seam-
less interactions between assets and data across multiple blockchain platforms. EVM-compatible blockchains 
and the Lightning Network offer unique advantages in their respective use cases. This paper utilizes atomic 
swaps to create a secure, fast, and user-friendly trustless bridge between the Lightning Network and EVM-com-
patible blockchains, fostering the growth of both ecosystems and unlocking novel opportunities. 

 

1. Introduction 

In the fast-evolving cryptocurrency ecosystem, numer-
ous innovative ideas and blockchain platforms have 
emerged. Nevertheless, two ecosystems remain the 
prominent pillars of the cryptocurrency landscape: 
Ethereum and Bitcoin. 

The introduction of smart contracts by the Ethereum 
network revolutionized the blockchain industry, empow-
ering the development of diverse decentralized applica-
tions (dApps) spanning various domains like insurance, 
decentralized finance (DeFi), social platforms, and 
games. [1] Yet, scalability challenges persist within the 
Ethereum network, leading to the emergence of alterna-
tive blockchain ecosystems such as Binance Smart 
Chain, Polygon, and Avalanche. [2] Despite their distinc-
tions, these ecosystems share a common feature - utiliz-
ing the Ethereum Virtual Machine (EVM) to modify their 
networks, fostering compatibility with the broader 
Ethereum ecosystem. [3] 

Bitcoin [4], as the second pillar, stands as a widely-used 
global system, maintaining a transparent record of 
transactions on a publicly accessible ledger. However, its 
scalability encounters challenges due to each participat-
ing computer bearing the responsibility of validating, ob-
serving, and storing every transaction. Addressing this 
scalability concern, Joseph Poon and Thaddeus Dryja 
proposed a solution in their paper The Bitcoin Lightning 
Network: Scalable Off-Chain Instant Payments. [5] The 
Lightning Network, functioning as a second layer on top 
of Bitcoin, introduces off-chain payment channels, ena-
bling users to conduct even the smallest transactions, 
such as micropayments, without the need to publish 
them on the Bitcoin blockchain. Since its initial proposal 
in 2015, followed by protocol implementation in 2018, 
the Lightning Network has garnered considerable atten-
tion from developers and investors, with numerous ap-
plications currently in development. [6, p. 9-12] 

As the cryptocurrency ecosystem undergoes continuous 
growth and development, the importance of interopera-
bility has become increasingly vital. Interoperability in 
the context of blockchain technology refers to the seam-
less interaction of assets and data across multiple block-
chains. While exchanging data and value between par-
ties using the same blockchain platform, like Bitcoin, is 
straightforward, it becomes more complex when differ-
ent blockchain platforms are involved. EVM-compatible 
blockchains and the Bitcoin Lightning Network offer dis-
tinct advantages in their respective use cases. Establish-
ing interoperability between these two systems by build-
ing a bridge holds the potential to unlock new possibili-
ties and use cases, making it a significant focus area for 
research and development. [7] 

Past attempts to construct a bridge between the Light-
ning Network and EVM-compatible blockchains are evi-
dent through various prototypes on GitHub. [8, 9] How-
ever, the need to run a separate Lightning node limits its 
accessibility to the masses. This paper presents the im-
plementation of a secure, fast, and user-friendly trust-
less bridge between the two systems using atomic 
swaps to enable a seamless transfer of assets. 

2. EVM-compatible blockchains 

In the domain of software development, programmers 
commonly employ high-level programming languages, 
including Java, Python, or C++. Despite being human-
readable, these languages cannot be directly executed 
by a computer's central processing unit (CPU). Conse-
quently, a crucial process known as compilation is em-
ployed to translate the code into machine-executable 
bytecode. A compiler, a specialized software program, 
performs this task by converting the high-level code into 
a lower-level, machine-readable format. Once compiled, 
the CPU can execute the bytecode, enabling the com-
puter to operate the program as intended. 



Blockchain networks, such as Ethereum, operate as de-
centralized systems across globally distributed nodes. 
This unique distributed architecture sets them apart 
from traditional computing systems, as they do not rely 
on a single central processing unit (CPU) for program ex-
ecution. Instead, the Ethereum network employs the 
Ethereum Virtual Machine (EVM) as a software-based 
CPU to execute bytecode on each network node. This en-
ables developers to write smart contracts in high-level 
programming languages like Solidity, which are subse-
quently compiled into bytecode for execution by the 
EVM. This approach fosters the Ethereum network's op-
eration without the need for a central control point, en-
suring a truly decentralized and versatile world computer. 
[3] 

When a smart contract is deployed on a blockchain net-
work, it is replicated across all nodes in the network. Us-
ers can interact with the contract by submitting transac-
tions, which are executed by each node's Ethereum Vir-
tual Machine (EVM). The EVM ensures that the transac-
tions are processed consistently across all nodes, result-
ing in a synchronized global state. In essence, the EVM 
acts as the central component of the distributed state 
machine, coordinating the execution of transactions to 
maintain a consistent state among all network partici-
pants. [10, p. 297] 

3. Lightning Network 

The Lightning Network is a revolutionary protocol that 
facilitates fast and cost-effective online value exchange. 
Serving as a second-layer technology for Bitcoin, it ena-
bles scalable transactions between users, including mi-
cropayments for the smallest amounts. Introduced in 
2015 and implemented in 2018, the Lightning Network 
has gained considerable interest from developers and 
investors, with numerous applications currently in devel-
opment. [6, p. 1] 

3.1 Scaling Bitcoin 

Bitcoin, a widely-used global system, faces scalability 
challenges as each participating computer validates, ob-
serves, and stores transactions. The increasing popular-
ity and transaction demand have led to the frequent 
reaching of the block size limit. When blocks are full, ad-
ditional transactions queue up, leading to increased fee 
competition. Consequently, lower-value transactions 
may become unprofitable during high-demand periods. 
One solution is to raise the block size limit, allowing 
more transactions. However, this would shift costs to 
node operators, requiring greater resources for block-
chain validation and storage. Larger block sizes also im-
pose higher bandwidth and processing requirements, 
leading to increased centralization as fewer individuals 
can afford to operate a node. [6, p. 9] 

Bitcoin's scalability is often compared to Visa, which can 
process around 40,000 transactions per second at peak 
usage. [6, p. 9] To match Visa's capacity, Bitcoin would 

require a block size limit of approximately eight giga-
bytes, resulting in over one terabyte of transaction data 
daily with a block mined every 10 minutes on average. 
This increased size would make running a node at home 
impractical, limited only to large companies with ample 
resources. However, even achieving Visa's transaction 
capacity would only equal traditional financial payment 
networks and might not be sufficient for future de-
mands with the rise of microtransactions and machine-
to-machine payments. [6, p. 9-10] 

The paper The Bitcoin Lightning Network: Scalable Off-
Chain Instant Payments by Joseph Poon and Thaddeus 
Dryja presents a solution to Bitcoin's scalability chal-
lenge through the Lightning Network. This second-layer 
network introduces off-chain payment channels, allow-
ing users to transact without recording each transaction 
on the Bitcoin blockchain. Payment channels are estab-
lished as 2-of-2 multi-signature addresses, enabling effi-
cient and unlimited payments within the channel's 
lifespan. Transactions occur off-chain through signed 
transactions, and the channel can be closed by broad-
casting the latest transaction to the blockchain. [6, p. 10-
12, 40] 

The Lightning Network's ability to enable instant pay-
ments with minimal fees has captured the attention of 
developers interested in building Lightning Applications 
(LApps). One promising use case for LApps is pay-per-
use, offering users the option to pay solely for the spe-
cific services they utilize, rather than subscribing to a 
fixed plan. This model can be advantageous for various 
scenarios, such as newspaper subscriptions, where us-
ers only pay for the articles they read, or music stream-
ing services, where they only pay for the songs they lis-
ten to. Additionally, lightning payments can extend to 
everyday goods, like purchasing coffee at a restaurant or 
snacks from a vending machine. Compared to tradi-
tional payment methods like cash or credit cards, light-
ning payments offer faster and cheaper transactions, 
benefiting both consumers and providers. [11, 12] 

3.2 Invoices 

Bitcoin transactions involve sending funds to the receiv-
er's Bitcoin address, accessible only with the corre-
sponding private key. This address can be used multiple 
times without limitations. Conversely, the Lightning Net-
work relies on unique invoices to initiate payments. The 
recipient generates a unique secret (preimage) for each 
invoice and must reveal it in the end to complete the 
payment. To prevent fund theft, a different secret should 
be used for each payment. Payments on the Lightning 
Network are atomic, ensuring they are either fully suc-
cessful or not, with no partial states. Recipients can 
share invoices through various channels, including 
email, chat, or QR codes. [6, p. 55, 336] 

A lightning invoice contains vital details, such as the pay-
ment hash, payment amount, payment description, and 
expiry time. The payment hash plays a critical role as the 



payment identifier and key to finalizing the payment. To 
generate the payment hash, a unique secret (preimage) 
is selected and then hashed using the SHA-256 algo-
rithm. The preimage remains exclusively known to the 
invoice creator, as reversing the SHA256-algorithm is 
practically impossible. [6, p. 56] 

In the Lightning Network, payments are facilitated 
through hashed timelock contracts (HTLCs), allowing 
funds to be securely transferred through a route of pay-
ment channels from the payer to the recipient. HTLCs 
ensure that intermediaries cannot steal the funds during 
the routing process. To finalize the payment, the recipi-
ent must reveal the preimage to settle the HTLC along 
the route. Thus, if the payer possesses the preimage, the 
payment is completed, and the preimage serves as proof 
of payment. This concept of utilizing the preimage as 
proof of payment is crucial to this work and will be fur-
ther explored in chapter 4. [6, p. 56] 

3.3 WebLN 

WebLN serves as a set of established guidelines for 
Lightning applications and client providers, aiming to fa-
cilitate secure interactions between web applications 
and users' wallets. It provides a programmatic interface 
that empowers applications to make payments, gener-
ate invoices for receiving payments, and perform other 
associated functionalities seamlessly. Initializing and ex-
ecuting WebLN merely necessitates a few lines of JavaS-
cript code, a popular language extensively used for de-
veloping web applications. [13] 

Alby, a versatile and open-source browser extension, 
serves as a prominent provider of WebLN. It is purpose-
built to provide profound integration between the 
Bitcoin Lightning Network and web applications. The pri-
mary intent of this extension is to ease the web payment 
process by using the WebLN standard as a bridge be-
tween websites and Lightning Network nodes. This inter-
face has significantly simplified the user experience for 
payments, authentication procedures, and other related 
functions. [14] 

The extension's capabilities make it a perfect fit for the 
paper’s objective: creating a trustless bridge between 
the Lightning Network and EVM-compatible blockchains. 
Utilizing Alby in this context can significantly improve the 
user experience, enhancing its efficiency and reliability. 
The implementation of the WebLN standard in Alby en-
ables the sending of payments with just a few lines of 
code, as shown in figure 1. [14] 

 

4. Concept 

The concept of atomic swaps empowers users to trans-
fer funds between distinct blockchain ecosystems with-
out the need for centralized exchanges as intermediar-
ies. This is accomplished through the use of hashed 
timelock contracts (HTLCs). However, a prerequisite for 
this is the compatibility of both ecosystems with the 
same hashing algorithm. Since both the Lightning Net-
work and EVM-compatible blockchains utilize the SHA-
256 hashing algorithm, atomic swaps can be effectively 
used to bridge assets between these two distinct ecosys-
tems. 

Hashed timelock contracts (HTLCs) are a type of smart 
contract that establish conditional payments between 
two parties. These contracts combine two fundamental 
concepts: hashlock and timelock, to ensure the transac-
tion's execution adheres to the agreed-upon terms. A 
hashlock acts as a constraint that prohibits spending an 
output until specific data, matching a predetermined 
hash, becomes available. On the other hand, a timelock 
restricts a transaction from being executed until a pre-
determined time or deadline is reached. In essence, 
HTLCs involve a sender locking cryptocurrency up in a 
contract and sharing a secret with the recipient following 
a specific action. The recipient can access the funds if 
they provide the correct secret within a set time frame 
(the timelock). If they fail to do so, the funds revert to the 
sender. [15] 

The primary concept of this paper is to construct an 
HTLC that can be unlocked following payment on the 
Lightning Network. This approach enables an individual 
to lock up funds in an HTLC on an EVM-compatible block-
chain and generate a lightning invoice for the equivalent 
value of those funds. Subsequently, the HTLC and in-
voice are provided to a second individual, who, upon 
payment of the invoice, gains the ability to unlock the 
funds from the HTLC. This process effectively enables 
the exchange of funds on the EVM-compatible block-
chain for Bitcoin on the Lightning Network. 

The core idea behind this concept is to utilize the pay-
ment hash of the lightning invoice as the hashlock for 
the HTLC. This payment hash is generated by selecting 
and hashing a unique secret (preimage) for the payment, 
as described in section 3.2. Additionally, the payer pos-
sesses the preimage after completing the payment, ef-
fectively making the preimage serve as proof of pay-
ment. 

Figure 1: Lightning Payment with WebLN 



Hence, an individual could generate a lightning invoice 
and employ the payment hash as the hashlock for an 
HTLC on an EVM-compatible blockchain. The value of the 
lightning invoice corresponds to the value of the funds 
locked up within the HTLC. Subsequently, the HTLC and 
invoice are provided to a second individual. Unlocking 
the HTLC necessitates presenting the corresponding 
preimage to the hashlock, which essentially means 
providing a value that, when hashed using the SHA256 
algorithm, matches the hashlock. Since the hashlock 
used in the HTLC is the payment hash of the lightning 
invoice, the preimage of the lightning invoice also func-
tions as the preimage of the HTLC. As a result, once the 
second individual successfully pays the lightning invoice 
and becomes aware of the preimage, they can unlock 
the HTLC by presenting this obtained preimage. This 
concept is illustrated in figure 2.  

5. Implementation  

In the proposed solution, swaps are always performed 
between a customer and the operator. However, the de-
sign ensures that neither the customer nor the operator 
needs to place trust in each other. At its core, the imple-
mentation consists of three components:  

 User Interface (Customer) 

 Backend (Operator) 

 Smart Contract (HTLC) 

For seamless interaction with both an EVM-compatible 
blockchain and the Lightning Network, a set of tools is 
required. Users utilize two browser extensions linked to 
the user interface, as depicted in figure 3. Specifically, 
Alby is employed for Lightning Network interaction, and 

Metamask is utilized for the interaction with an EVM-
compatible blockchain. On the other hand, the operator 
utilizes LNbits, a Lightning Network payment manage-
ment platform, to generate and settle invoices, while lev-
eraging the web3.js library for interactions with EVM-
compatible blockchains. [16] 

The smart contract can be deployed on any EVM-com-
patible blockchain, enabling a bridge between the Light-
ning Network and the corresponding blockchain (e.g., 
Ethereum or Polygon). The term native coin is used in this 
paper to avoid specifying a particular cryptocurrency like 
ether, as the proposed solution is not limited to the 
Lightning Network and Ethereum but can be established 
with any EVM-compatible blockchain. Additionally, it is 
essential to differentiate between the native coin of a 
blockchain and tokens. The native coin represents the 
currency of the blockchain system, such as ether on 
Ethereum or MATIC on Polygon. In contrast, tokens do 
not have their blockchain but operate on top of other 
blockchains. These tokens are usually created in compli-
ance with a specific standard, such as the ERC-20 stand-
ard. 

This implementation includes four directions: buying na-
tive coins and ERC-20 tokens with Bitcoin on the Light-
ning Network (LN) and selling native coins and ERC-20 
tokens for Bitcoin on the LN. While the process of buying 
native coins with Bitcoin on the Lightning Network is de-
scribed in detail, the other directions are only briefly dis-
cussed in this paper. 

5.1 HTLC in Solidity 

Implementing a hashed timelock contract (HTLC) within 
a smart contract is a vital aspect of the proposed con-
cept, which can be accomplished using the Solidity pro-
gramming language. The HTLC implementation in this 
paper is based on a library accessible on GitHub. [17] 
The data for a hashed timelock contract (HTLC) is stored 
in a struct. Among other things, this struct contains ele-
ments such as the sender and recipient addresses, the 
hashlock, and the timelock. Each HTLC's data is stored in 

Figure 3: User Interface 

Figure 2: Concept  



a map, using a 32-byte identifier (ID). To manage HTLCs, 
the smart contract includes several functions: 

a) haveContract: This function verifies the existence of 
an HTLC associated with a given 32-byte ID. It returns a 
boolean value of true if the HTLC exists and false other-
wise. 

b) newContract: To create a new HTLC, the newContract 
function is used. It requires three parameters: the in-
tended receiver (who will withdraw funds by providing 
the preimage), the hashlock, and the timelock. The num-
ber of native coins locked in the new HTLC is specified by 
the msg.value, representing the number of native coins 
included in the transaction executing the newContract 
function. 

c) getContract: Access to HTLC information is possible 
using the getContract function, which requires providing 
the HTLC identifier (ID). If an HTLC exists for the given ID, 
all stored information associated with the HTLC will be 
returned. 

d) withdraw: The primary objective of an HTLC is to en-
able the receiver to unlock and claim their funds by 
providing the preimage that unlocks the hashlock. The 
withdraw function facilitates this functionality, taking the 
HTLC identifier (ID) and the preimage as parameters to 
claim the funds associated with the HTLC. 

e) refund: In cases where the intended receiver fails to 
unlock the HTLC, the creator of the HTLC can reclaim the 
funds. The refund function allows the creator to call it 
after the timelock has expired to reclaim their funds. 

Although the HTLC mechanism is similar for native coins 
and ERC-20 tokens, there are slight variations in the im-
plementation for ERC-20 tokens. 

5.2 Lightning – Native Coin 

This section examines the scenario where a customer 
acquires native coins using Bitcoin on the Lightning Net-
work (LN). The associated protocol for this situation is 
visually represented in figure 4. All customers engage in 
swaps with the operator; however, the design ensures 
that neither the customer nor the operator is required 
to place trust in each other. 

Before starting a swap, the customer needs to connect 
their Metamask and Alby wallet to the user interface. 
They select the network and the number of coins they 
want to buy with Bitcoin on the Lightning Network, then 
send an HTTP POST request to the operator. This re-
quest, sent to the offerCoinBuy endpoint, includes the de-
sired number of coins, the customer's address, and the 
chosen network. 

The operator sends the customer an offer, which con-
tains the details for the swap. Furthermore, it includes a 
lightning invoice to be paid for accepting the offer (the 
offer invoice). This protects the operator from spam and 
unnecessary costs, as the operator bears the gas costs 

for creating the HTLC and potential extra costs if the cus-
tomer fails to conduct the swap. This step prevents cus-
tomers from requesting a swap without the intention to 
conduct it. The offer also includes a timeout, which al-
lows the customer time to consider the offer and pre-
vents the operator from committing to a specific ex-
change rate for an extended period. 

The offer is presented to the customer via the user inter-
face. Within the specified timeout, the customer can ac-
cept the offer by paying the lightning Invoice using their 
connected Alby wallet. Upon payment, the user interface 
sends an HTTP POST request to the operator's swapCoin-
Buy endpoint, including the offer's identifier (ID) to initi-
ate the creation of the HTLC. The operator validates the 
presence of an offer corresponding to the given ID, veri-
fies that the customer responded within the specified 
timeout, and ensures the payment of the invoice. If all 
conditions are met, the operator proceeds to create a 
lightning invoice for the equivalent value of the re-
quested native coins (the swap invoice).  

The payment hash of the lightning invoice serves as the 
hashlock for creating the HTLC, as explained in detail in 

Figure 4: Protocol: Lightning – Native Coin 



chapter 4. The operator creates a new HTLC by executing 
the newContract function of the smart contract, effec-
tively locking up the native coins. The function returns a 
32-byte identifier, the contractId, which, along with the 
lightning invoice, is sent back to the user interface in re-
sponse to the HTTP request. 

Before prompting the customer to pay the lightning in-
voice, the user interface carries out multiple verification 
checks. These checks involve verifying whether the in-
voice's payment hash aligns with the HTLC's hashlock, if 
the HTLC's timelock is set to at least five minutes in the 
future, whether the amount locked up in the HTLC 
matches the requested amount, and if the HTLC's recip-
ient corresponds to the customer's address. The verifi-
cation check guarantees that the customer does not 
need to trust the operator blindly. The customer can in-
dependently verify all crucial information before paying 
the lightning invoice of the operator. Upon successful 
verification, the customer can be confident that after 
paying the lightning invoice, they can unlock the HTLC 
and retrieve their funds. 

After verifying the HTLC's integrity, the customer pays 
the lightning invoice using their Alby wallet. Upon suc-
cessful payment processing on the Lightning Network, 
the customer knows the payment's preimage (as out-
lined in section 3.2) and uses it to withdraw their re-
quested native coins from the HTLC. The user interface 
provides a claim button that initiates a transaction and 
prompts the customer for confirmation in their Meta-
mask wallet. The transaction calls the smart contract's 
withdraw function, submitting the HTLC's identifier and 
preimage. The smart contract checks if the preimage 
aligns with the HTLC's hashlock. 

Finally, the smart contract concludes the swap by trans-
ferring the coins locked in the HTLC to the customer. 
Consequently, the customer obtained their desired na-
tive coins, and in exchange, the operator received their 
Bitcoin on the Lightning Network. 

Nonetheless, it's important to note that not all swaps 
may be successfully conducted. If the customer fails to 
accept the offer, the operator will discard the offer once 
the timeout period lapses. Should the customer accept 
the offer but fail to pay the lightning invoice to conduct 
the swap, the operator must wait for the HTLC to expire 
due to the timelock. Once it expires, the operator can 
trigger a refund by invoking the refund function of the 
smart contract. Conversely, if the operator attempts to 
deceive the customer, the customer will detect this 
through the verification checks and could simply abort 
the swap by refraining from paying any invoice. 

5.3 Other directions 

In addition to purchasing native coins, customers can 
also buy ERC-20 tokens supported by the operator on 
the relevant network. While each blockchain has only 
one native coin, it may support multiple ERC-20 tokens, 
each identified by a unique address. In contrast to native 

coins, ERC-20 tokens cannot be directly sent using a reg-
ular transaction. Instead, transferring ERC-20 tokens re-
quires utilizing specific functions provided by the ERC-20 
token contract. 

Hence, the protocol for purchasing ERC-20 tokens, com-
pared to the one for buying native coins, necessitates 
the following adjustments: the customer is required to 
specify the address of their preferred ERC-20 token and 
the management of ERC-20 tokens must be configured 
accordingly. Besides these modifications, the protocol 
remains quite similar to buying native coins. 

The protocol presented in section 5.2 can also be applied 
in reverse, enabling customers to sell their native coins 
and ERC-20 tokens for Bitcoin on the Lightning Network. 
Similar to the buying process, the customer engages in a 
swap with the operator, and both parties do not need to 
trust each other. Upon submitting an HTTP request, the 
customer receives an offer from the operator, specifying 
the amount the operator is willing to pay for the native 
coins or ERC-20 tokens the customer intends to sell. 

From this point onward, the customer and operator es-
sentially switch roles compared to the protocol illus-
trated in figure 4. The customer takes charge of creating 
the lightning invoice and the hashed timelock contract 
(HTLC). These tasks are performed programmatically by 
the user interface, and the customer's role is to confirm 
the actions in their Alby and Metamask wallets, respec-
tively.  

Following this, the customer forwards the lightning in-
voice and HTLC to the operator. Before paying the light-
ning invoice, the operator conducts the verification 
checks outlined in section 5.2. This ensures that the op-
erator does not need to trust the customer. Once the 
HTLC's integrity is confirmed, the operator pays the light-
ning invoice, revealing the payment's preimage. Finally, 
the operator retrieves their native coins or ERC-20 to-
kens from the smart contract by providing the preimage. 
On the other hand, the customer received their Bitcoin 
on the Lightning Network. This protocol enables custom-
ers to sell their native coins or ERC-20 tokens for Bitcoin 
on the Lightning Network in a trustless manner. 

6. Conclusion 

This paper has shown the development of a trustless 
bridge that facilitates asset transfer between the Bitcoin 
Lightning Network and EVM-compatible blockchains. 
Due to the solution's versatility, it is capable of creating 
a bridge between the Bitcoin Lightning Network and any 
blockchain that is compatible with the Ethereum Virtual 
Machine (EVM). To establish a bridge, the HTLC smart 
contract simply needs to be deployed on the corre-
sponding EVM-compatible blockchain. The primary fo-
cus of this work has been on the technical aspects of the 
solution. Nevertheless, for the operational deployment 
of the developed platform, certain non-technical factors, 
such as economic and security considerations, require 
further consideration. 



Adequate liquidity on the Bitcoin Lightning Network and 
EVM-compatible blockchain is crucial for the platform's 
operation. A rebalancing mechanism is needed to pre-
vent trade disruption due to asset shortages. Further-
more, developing a sustainable monetization model, 
such as charging a competitive swap fee, is essential. Ad-
ditionally, a comprehensive analysis of costs for custom-
ers and the operator, considering the Lightning Network 
payment route and the demand on the corresponding 
EVM-compatible blockchain, is required. 

Finally, one downside of atomic swaps is the free option 
problem. It refers to a situation where one party can ex-
ploit the time delay between the initiation and execution 
of the swap to gain an advantage. During this time, mar-
ket conditions may change, allowing the exploiting party 

to decide whether to proceed with the swap or back out, 
potentially resulting in an unfair advantage. By imple-
menting a timeout, the free option problem can be miti-
gated, as is done in the proposed solution. However, de-
termining the optimal duration of the timeout still re-
quires further clarification. [18] 

This paper paves the way for the development of a pro-
duction-ready service that enables a trustless bridge be-
tween the Bitcoin Lightning Network and EVM-compati-
ble blockchains using atomic swaps. This research aims 
to foster the growth of both ecosystems, unlocking new 
opportunities for them to leverage each other's ad-
vantages.

 

References 

[1] Ethereum.org. “What is Ethereum?” (2023), [Online]. Available: https://ethereum.org/en/what-is-ethereum. (last visited on 
09/05/2023). 

 [2] Kearney, Leal. “What are EVM Compatible Blockchains? A Guide to the Ethereum Virtual Machine”. (2023), [Online]. Available: 
https://blog.thirdweb.com/evm-compatible-blockchains-and-ethere um-virtual-machine/.  (last visited on 09/05/2023). 

[3] GoCrypto. “What are EVM-compatible blockchains?” (2022), [Online]. Available: https://medium.com/eligma-blog/what-are-
evm-compatible-blockchains-64f91c97038e. (last visited on 23/02/2023) 

[4] Satoshi Nakamoto. “Bitcoin: A Peer-to-Peer Electronic Cash System”. (2008), [Online]. Available: https://bitcoin.org/bit-
coin.pdf. (last visited on 09/05/2023).  

[5] Joseph Poon, Thaddeus Dryja. “The Bitcoin Lightning Network: Scalable Off-Chain Instant Payments”. (2016), [Online]. 
Available: https://lightning.network/lightning-network-paper.pdf. (last visited on 09/05/2023). 

[6] Andreas Antonopoulos, Olaoluwa Osuntokun, René Pickhardt, Mastering the Lightning Network. O’Reilly Media, Inc., 2021, 
ISBN: 978-1-492-05486-3. 

[7] Cointelegraph. “What is blockchain interoperability: A beginner’s guide to cross-chain technology”. (2023), [Online]. Available: 
https://cointelegraph.com/learn/whatis- blockchain - interoperability - a - beginners - guide - to - cross - chain -technology. 
(last visited on 19/04/2023). 

[8] Leon Do. “submarine-swaps”. (2020), [Online]. Available: https://github.com/leondo/submarine- 
 swaps. (last visited on 26/04/2023). 
[9] Aleksey Bykhun. “ln-eth-swap”. (2018), [Online]. Available: https://github.com/caffeinum/ln-eth-swap. (last visited on 

26/04/2023). 
[10] Andreas Antonopoulos, Dr. Gavin Wood, Mastering Ethereum. O’Reilly Media, Inc., 2018, ISBN: 978-1-491-97194-9. 
[11] Blocktrainer. “Bitcoin zum Anfassen: Der Lightning Snackautomat”. (2023), [Online]. Available: https:// 
 www.blocktrainer.de/bitcoin-zum-anfassen-der-lig htning-snackautomat. (last visited on 09/03/2023). 
[12] Coincharge. “Payment per newspaper article with Bitcoin Lightning”. (2023), [Online]. Available: https://coincharge.io/en/pay-

ment-per-newspaper-article-withbitcoin-lightning. (last visited on 09/03/2023). 
[13] Alby. “WebLN Guide”. (2023), [Online]. Available: https://github.com/getAlby/webln-guide. (last visited on 06/03/2023). 
[14] Alby. “lightning-browser-extension”. (2023), [Online]. Available: https://github.com/getAlby/ lightning-browser-exten-

sion#lightning-web-extension. (last visited on 06/03/2023). 
[15] Minima. “Understanding Hashed Time-locked Contracts (HTLCs)”. (2022), [Online]. Available: https://www.minima.glo-

bal/post/understanding-hashed-time-lockedcontracts-htlcs. (last visited on 17/03/2023). 
[16] LNbits. “Free Open-Source Bitcoin Lightning Accounts System with Extensions”. (2023), [Online]. Available: https://lnbits.com. 

(last visited on 09/03/2023). 
[17] C. Hatch. “hashed-timelock-contract-ethereum”. (2021), [Online]. Available: https://github.com/ chatch/hashed-timelock-

contract-ethereum. (last visited on 26/04/2023). 
[18] M. Hammond. “Blockchain Interoperability Series: Atomic Swaps”. (2019), [Online]. Available: https://medium.com/@mcham-

mond/atomic-swaps-eebd0fa8110d. (last visited on 28/07/2023). 
 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


