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Abstract 
To enable data exchange between the Blockchain protocol (on-chain) and the real world (off-chain), e.g., non-
Blockchain-based applications and systems, a software called Oracle is used [3]. Blockchain oracle is an im-
portant component in the use of off-chain data for on-chain smart contracts. However, there is limited scientific 
literature available on this important blockchain topic. Therefore, in this paper, a novel systematic literature 
review based on intelligent methods, e.g., information linking, topic clustering and focus identification through 
frequency calculations, is proposed. Thus, the current state of scientific research interest, content and chal-
lenges, and future research directions for blockchain oracles are identified. This paper shows that there is little 
unbiased literature that does not call oracles a problem. From the results of this new literature review frame-
work, relevant areas of data handling and verification with blockchain oracles are identified for future research. 
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1. Introduction  

Distributed ledger technology, particularly blockchain 
technology, is ready to complete the status of technol-
ogy testing and gradually be applied in real-world, eco-
nomic business cases [48]. To exchange data between 
off-chain and on-chain, a type of translator between the 
different data protocols is needed. This connecting infra-
structure is called “blockchain oracle” and regulates the 
exchange of data between off-chain applications and on-
chain transactions for smart contracts [3]. Smart con-
tracts are simple program code that can process trans-
actions on blockchains automatically [72]. From a tech-
nical perspective, oracles are at an intermediate stage 
where they often lack the basic characteristics of a block-
chain such as decentralization, tamper resistance, and 
transparency [1]. And so, a regular oracle passes incom-
ing data from the non-blockchain environment to the 
chain without any prior verification of correctness, 
where smart contracts access the data directly without 
verifying. Thus, many oracles pose a security and trust 
problem. This issue is also known as the "oracle prob-
lem" [16]. 

The objective of this paper is to identify the current state 
of research, content and challenges, as well as future re-
search directions for blockchain oracles using a system-
atic literature review. The structured literature search 
uses an iterative [83] and linking procedure for the 
search [89], and the results are completed with intelli-
gent methods. As a result of the literature analysis, over-
lapping topics are identified and clustered accordingly 
[88], and the focus of each publication is determined for 
content classification [66]. The software Litmaps is used 
for the graphical representation and maps a network of  
all authors of the literature retrieved. The goal is to iden-
tify areas of blockchain oracle research that are poorly 
covered or unaddressed. 

The paper is structured as followed: After the introduc-
tion in section 1, a literature review is conducted in sec-
tion 2 to identify the main areas. Based on this, the re-
sults of the literature review are subjected to a biblio-
metric analysis in section 4. This is done using intelligent 
methods, namely information linking, topic clustering, 
and focus identification. Finally, section 5 provides a 
comprehensive discussion of the results and identifies 
potential research gaps. 

2. Literature review approach 

The systematic literature search (Fig. 1) is conducted ac-
cording to vom Brocke et al. [83]. The relevant search 
strings are "blockchain oracle" and "decentralized oracle". 
Not mentioning blockchain would distort the search re-
sults. The search strings are searched in the title and ab-
stract. Search delimitation is made by using the Boolean 
operators ‘AND’ and ‘OR’. For this purpose, five scientific 
databases, IEEEXplore, arXiv, MDPI, Science Direct and 
Springer Link, have been queried with the given search 
string. The syntax of the search term query varies de-
pending on the requirements of each database (Tab. 1).  

Database Search String 
IEEEXplore ("Document Title":blockchain oracle OR decentral-

ized oracle AND "Abstract":blockchain oracle OR 
decentralized oracle) 

arXiv title="blockchain oracle"; OR title="decentralized 
oracle"; AND abstract="blockchain oracle"; OR ab-
stract="decentralized oracle" 

MDPI advanced=(@(title)"decentralized oracle")|(@(ti-
tle)"blockchain oracle"@(abstract)"decentralized or-
acle")|(@(abstract)"blockchain oracle") 

Science Di-
rect 

title, abstract, keywords="blockchain oracle" OR 
"decentralized oracle" 

Springer Link title="blockchain+oracle"+or+"decentralized+ora-
cle" 

Tab. 1: Used databases and search strings. 



 

 

 
Fig. 1: Strategy of the systematic literature review.  

The retrieved literature is checked for conformance, us-
ing only published English-language articles. Addition-
ally, unfitting thematic results and duplicates are ex-
cluded. All remaining articles are analyzed via the follow-
ing intelligent methods: 
 Information linking is done by searching back-

ward and forward through the relevant articles [89] 
to identify other relevant publications and estab-
lish a connection between the authors. 

 Topic clustering examines content and topics for 
similarities and combines them through data ab-
straction. The results are presented in thematically 
hard clustered terms to identify and analyze im-
portant points in research [66]. The cluster terms 
result from thematic overlaps in the literature. 

 Focus identification shows the frequency of con-
tent of the topics covered in the literature. This in-
dicates statements about the importance of cer-
tain focal points as well as missing research. 

After the literature analysis and consolidation, the re-
sults of the intelligent methods are evaluated. The re-
sults are processed in the conclusion, limitations, and fu-
ture work sections. This is done by creating a research 
agenda that highlights the current state as well as future 
research. In an iterative process, the literature review cy-
cle can then be repeated with more specific terms [83]. 

3. Literature review results 

 
Fig. 2: Distribution of the published publications by year. 

Following the strategy shown in Figure 1, a total of 85 
scientific publications were found through the database 
search and after the conformance check. Nine more 
publications are added by the backward and forward 
search. A total of 94 published papers were found in the 
period from 2017 to 2023. Figure 2 shows the frequency 

distribution of the literature ordered by year of publica-
tion. While only one oracle-specific paper was published 
in 2017 [75], the number rises to a plateau of 20 publica-
tions in 2020 to 2023. 

4. Intelligent methods analysis 

The results of the systematic literature review are pre-
sented in this section with a bibliometric analysis using 
the intelligent methods: graphical information linking, 
overarching topic clustering and focus identification.  

4.1. Information linking 

The backward and forward search of information linkage 
has already been used for literature search. Some over-
laps in subject areas and authors are found. Information 
linkage of the 94 publications found shows that four pa-
pers are cited particularly frequently (Table 2). Four pa-
pers have been identified as central through a considerably 
higher number of citations [1, 3, 10, 71]. It can be noted 
that 11 publications were cited on average between 8-14 
times. 47 pieces of the found literature were not cross-
cited [4-6, 8, 21, 23-25, 27, 30, 33-40, 42, 44, 46, 47, 51, 
55-57, 59, 63, 64, 68, 70, 72, 73, 76, 79, 81, 82, 84, 87, 90, 
92-96, 98, 99].  

Title Author/s Number of 
Citations 

Astraea: A Decentralized Blockchain 
Oracle 

Adler et al. [1] 42 

Trustworthy Blockchain Oracles: 
Review, Comparison, and Open Re-

search Challenges 

Al-Breiki et al. 
[3] 

31 

A Study of Blockchain Oracles Abdeljalil    
Beniiche [10] 

22 

Augur: a decentralized oracle and 
prediction market platform 

Peterson et 
al. [71] 

22 

Tab. 2: Highlighting the most frequently cited sources. 

In order to show which authors are linked in terms of 
content, a graph is created that visualizes a bibliographic 
linkage of the literature retrieved. For a clearer represen-
tation of the connections between authors, only publica-
tions with at least eight cross-citations are shown graph-
ically. Figure 3 shows the connections between 16 most 
cross-cited publications [1, 3. 10, 13, 16, 20, 41, 49, 53, 
60, 61, 62, 71, 75, 77, 91]. The directed edges point in the 
direction of the made quote. 
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Fig. 3: Visualization of the 16 most cross-cited authors. 

To draw a comprehensive picture of all links in the liter-
ature, Litmaps is used to populate the bibliography and 
create a map showing the referenced literature by au-
thor (Fig. 4). The dots represent the literature found and 
the lines show the "cited by" links. More frequently cited 
sources are presented in larger dots than publications 
with few or no citations. For better readability, not all 
points can be marked with the first author in each case. 
Three sources of the literature found [40, 57, 64] could 
not be mapped because they are not maintained by the 
software Litmaps. 

 
Fig. 4: Linking the authors with Litmaps. 

Subsequently, a link between the papers is established 
based on the authors. The authors listed in Table 3 are 
assigned between two and a maximum of six published 
articles. The author Caldarelli has achieved the highest 
number of publications on blockchain oracle with six 
published articles [15-20]. 

Author Count Identified publications 
Al-Breiki, H. 2 Al-Breiki et al., 2019 [2],  

Al-Breiki et al., 2020 [3] 
Bartholic, 

M. 

2 Bartholic et al., 2022 [7], 
Bartholic et al., 2023 [8] 

Caldarelli, 

G. 

6 Caldarelli et al., 2020 [15],  
Caldarelli 2020 [16], 
Caldarelli 2020 [17], 

Caldarelli & Ellul, 2021 [20],  
Caldarelli 2022 [18], 
Caldarelli 2023 [19] 

Cai, Y. 2 Cai et al., 2020 [13],  
Cai et al., 2022 [14] 

Liu, B. 2 Liu et al., 2021 [49],  
Liu et al., 2022 [50] 

Pasdar, A. 2 Pasdar et al., 2021 [69],  
Pasdar et al., 2023 [70] 

Wang, S. 2 Wang et al. 2019 [85], 
Wang & Yu 2020 [96] 

Tab. 3: Overarching assignment of authors and publications. 

4.2. Topic clustering 

In this section, the literature is grouped according to the 
content of the title and abstract by topic. The scientific 
papers are analyzed, sorted thematically and grouped 
into suitable clusters for categorization. The thematic 
sorting identifies two clusters: “design optimization” and 
“study”. While literature classified as “study” analyzes the 
current state of research based on literature reviews, the 
literature classified as “design optimization” investigates 
approaches that deal with engineering procedures for 
the technical optimization of oracles. The design optimi-
zation is divided into further subcategories, namely data 
management, distributed systems, and verification (Fig. 
5). We use a hard assignment to the clusters, so that the 
publications found can only be assigned to exactly one 
cluster. The four overarching clusters are:  

 Data management is the management and trans-
fer of data from off-chain to on-chain infrastruc-
tures via oracles. 

 Distributed systems deal with the proper design 
of the decentralized multisystem infrastructure of 
oracles from an interoperability perspective. 

 Verification is about checking the correctness of 
the off-chain data before transferring it to the 
blockchain protocol via oracle(s). 

 State of the art analysis includes a literature re-
view as a baseline effort and sometimes building 
on that to develop a method, framework, or proto-
type for using oracles in specific use cases. 

Fig. 5: Thematic categorization in the cluster approach. 

The literature retrieved can be thematically categorized 
as the following (Tab. 4): Data management (17), Distrib-
uted systems (28), Verification (17), and in the literature 
review field, State of the art analysis (32).  

Cluster Publications 
Data management [24, 32, 33, 39, 46, 51, 59, 70, 72, 73, 78, 

79, 86, 90, 93, 96, 97] 

Distributed systems [2, 11, 21, 22, 23, 27, 30, 31, 36, 37, 38, 42, 

45, 55, 57, 58, 60, 61, 63, 64, 65, 71, 75, 80, 

81, 91, 92, 95] 

Verification [1, 4, 13, 14, 26, 34, 50, 52, 56, 67, 68, 69, 

76, 84, 85, 87, 98] 

State of the art     

analysis 

[3, 5, 6, 7, 8, 9, 10, 12, 15, 16, 17, 18, 19, 

20, 25, 28, 29, 35, 40, 41, 43, 44, 47, 49, 53, 

54, 62, 74, 77, 82, 94, 99] 

Tab. 4: Cluster allocation of the found publications. 

 

 



 

 

4.3. Focus identification 

In this section, the topics of the publications are identi-
fied based on the focus areas and rated according to 
their frequency. The focus analysis was based on the ti-
tle and abstract of the publications. A review of the soft-
ware engineering literature without reference to an ora-
cle use case is not the center of this section.  

Fig. 6: Frequency distribution of the focus cluster. 

The relevant use cases in the domains of Decentralized 
Finance (DeFi), Internet of Things (IoT), and Literature re-
view are highlighted as focal points (Fig. 6). The term 
DeFi in connection with blockchain technology stands 
for the trustless and transparent provision of financial 
instruments without intermediaries [6]. The keyword IoT 
describes a network of interconnected electronic de-
vices with limited capabilities [2]. The review relates to 
the conduct of a literature search. There are eight publi-
cations attributed to DeFi [6, 20, 24, 49, 50, 57, 87, 99] 
and seven to IoT [2, 23, 27, 59, 61,74, 82, 90, 91]. The lit-
erature review was recorded with 11 publications [3, 6, 
16, 17, 18, 20, 23, 29, 35, 44, 74]. Some of the literature 
reviews also address the topics of DeFi [6, 20] or IoT [23, 
74].  

4.4. Evaluation of the results 

This section summarizes the results of the intelligent 
methods. The number of found literature of 94 pieces in 
relation to the five queried scientific databases shows 
that there is relatively little literature about blockchain 
oracle. Since the beginning of this study, the number of 
publications has increased from one in 2017 to 23 per 
year in 2023 (Fig. 2). The results of the “Information link-
ing” chapter show that the existing literature is often 
cross-cited, indicating that not much citable literature 
exists (Fig. 4). Half of the found publications were not 
cross-referenced and referred to more general block-
chain sources. 43 of these papers were published in the 
last 2-3 years. This is indicative of the age of publication 
factor. Another observation is that articles in book pub-
lications are not cited from the Springer Link database. 
The number of most cited papers is very high in relation 
to the total number of publications (Tab. 2). The four 
most cited papers show strong interdependencies due 
to mutual cross-references. The lack of diversity in pub-
lications can also be confirmed by analyzing the authors. 
Seven authors (Tab. 3) were found to be exclusively re-
sponsible for 18 papers. One author, Caldarelli, stands 
out clearly with six publications. Caldarelli's works [15-
20] are all classified under the category of literature re-
view. Overall, the literature reviews settle on certain fo-
cus areas for oracles, which usually address only one 

problem, i.e., either the problem of centrality, security, 
or reliability. The topic clustering (Tab. 4) shows that re-
search is conducted in about equal parts in the areas of 
Data management and verification. Distributed systems 
and the analysis of the state of the art receive more at-
tention than the two previous topics. This is an indication 
that distributed oracle infrastructures have been already 
better researched than data management and verifica-
tion structures in oracles. The identification of focus ar-
eas (Fig. 6) shows that some papers focused on specific 
use cases. This suggests that the most promising use 
cases for oracles are in a DeFi or IoT implementation or 
general literature reviews. The topic clustering from sec-
tion 4.2 "state of the art analysis" contains the literature 
review results of the focus identification, but not vice 
versa. The cluster results contain many studies and com-
parisons on the technological implementation of block-
chain oracles, but no literature review. However, this is 
only a small part of the total number of publications with 
a specific focus. Most publications cannot be assigned to 
any identifiable use case and deal with the technical im-
plementation of oracles. It turns out that blockchain 
oracles are a topic in the areas mentioned, but the gene-
ral technical benefits are explored more deeply than the 
application in concrete use cases. 

5. Conclusion, limitations and future work 

The goal of this paper is to provide an overview of the 
multi-layered research field of blockchain oracles. To 
this purpose, the systematic literature review is comple-
mented by the application of intelligent methods. The 
analysis is carried out in three successive steps. First, the 
information of the authors of the literature is linked, 
then the topics are sorted according to content clusters 
and finally specific focus areas are identified. Overall, a 
multi-page analysis of the researched literature is per-
formed, ranging from author categorization to topic cat-
egorization to focus analysis in real use cases. The liter-
ature results are thus placed in an overall context to 
each other. The small number of publications found, the 
many cross-references, the low diversification of the lit-
erature, and the few known authors indicate that there 
is still a need for research on blockchain oracles. Explic-
itly, the topics of data management and verification are 
less covered than literature reviews and distributed sys-
tems. This confirms initial research gaps in the general 
topic of blockchain oracles, especially in the area of ver-
ification and security in handling data. 

Further studies can complement the literature search by 
querying higher-level AI-powered databases, such as Se-
mantic Scholar, to identify content connections through 
the search and thus find further literature. 

The literature search revealed that many publications on 
oracles are often concerned with the lack of typical 
blockchain properties. This disregards the fact that ora-
cles are in a kind of in-between world. Blockchains can 
provide trust and transparency in data and transactions. 
These properties of a blockchain are not compromised 
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by technical non-blockchain-based oracles. On the other 
hand, oracles should of course consistently meet these 
requirements in terms of data security and integrity. In 
the long run, research will evaluate and develop its own 
technical conception of oracles. In addition, this litera-
ture review has highlighted the need for standardized 
oracle development, as there are approaches to solu-
tions from decentralized, consensus-based oracles. An-
other indication of future research direction is the devel-
opment of best practices for oracles that can be used for 
universal use cases. Isolated use cases, such as DeFi or 
IoT, could be identified. This shows that much of the 
published literature is concerned with technical develop-
ment and not with specific applications in particular 
business areas. This gap has to be addressed in future 
research.  

Another oracle topic deals with the issue of verifying 
data before it is transferred to a blockchain. The reason 
for this is that, according to the credo of blockchains, the 
written transactions are trustworthy, secure and tam-
per-proof, while the data originating from third-party 

systems is not verified by oracles. This raises the im-
portant question of the particular unique selling propo-
sition of blockchain and should be explored in further 
research. 
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